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How CDNs Help 
In The Fight Against Content Piracy
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How CDNs Work
USER TRAFFIC

Browser Mobile

Gaming Streaming

APIs Global

ATTACK TRAFFIC

Hackers DDoS

Malware Bots

Fraudsters Global

AKAMAI EDGE AKAMAI CLOUD

REGION 1

Networking Containers Compute Storage Databases Observability

REGION 2

Networking Containers Compute Storage Databases Observability

REGION 4

Networking Containers Compute Storage Databases Observability

REGION 3

Networking Containers Compute Storage Databases Observability

DELIVERY-CACHING

EDGE FUNCTIONS

OPTIMIZATIONS

SECURITY



 © 2024 Akamai 

Low-latency is critical in Streaming Media

Application 
Origin
On premises, edge, 
multi/hybrid-cloud 
application origins 
and API endpoints

Akamai Edge
Over 4.000 locations in 1.200 networks in 

130 countries

10ms*
80ms*

Traditional computing 
workloads

Smaller 
performance-sensitive 

workloads that can benefit 
from being closer to the user

Data center
Cloud regionEnd Users

End Users
Users connect to 
your applications 

through the closest 
Akamai edge server

Edge 
Server

Cloud
Remote servers 

around the globe

Data Center
Customer 

owned/managed 

140ms*

* Note: estimated values
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What about Multi-CDN?
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Common Access Tokens
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Types of Content Piracy(-ish)

Credential Sharing
Account Takeover

Sharing or getting access 
to content from an 

authorized user.

Content Downloading

Illegally redistributing 
content they have access 

to, post-event / VOD.

CDN Leeching

Illegally redistributing 
content that have access 

to, live.

Unauthorized 
Streaming

Accessing content they 
shouldn’t have access to 

start with.

Premium Content

Behind a paywall / paid / 
premium content. 

Movies / TV / Live Sports.

How? What?
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Demo

Camera 
Sources

Transcoding Storage

Video 
Files

Encoding

Packaging 
+ DRM

Ad 
Insertion

UI + 
Player

Authen-
tication

Observability

Delivery Playback

End-to-End workflow with Akamai Cloud for Media
Scalstrm for packaging, EdgeWorkers for Common Access Tokens.
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Common Access Tokens
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Common Access Tokens
● CTA WAVE PROJECT recognized these problems and in APRIL 2021 created a new 

workgroup to create a specification for a harmonized access token.
● The name chosen was Common Access Token (CAT).
● This name matches WAVE’s other specifications

○ Common Media Client Data
○ Common Media Server Data.

● Github: https://github.com/cta-wave/common-access-token 
● Spec: https://shop.cta.tech/products/web-application-video-ecosystem-common-access-token-cta-5007 

● Meetings were held every two weeks for the last 3 years.
● The specification was released in Q3 2024 as CTA-5007. 

https://github.com/cta-wave/common-access-token
https://shop.cta.tech/products/web-application-video-ecosystem-common-access-token-cta-5007
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Observability to Fight Against Content Piracy

* Note: estimated values

Camera 
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Delivery 
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Quality of Infrastructure Quality of Delivery Quality of Experience

Quality of Streaming
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Grafana Demo
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Types of Content Piracy(-ish)

Credential Sharing
Account Takeover

Sharing or getting access 
to content from an 

authorized user.

Content Downloading

Illegally redistributing 
content they have access 

to, post-event / VOD.

CDN Leeching

Illegally redistributing 
content that have access 

to, live.

Unauthorized 
Streaming

Accessing content they 
shouldn’t have access to 

start with.

Premium Content

Behind a paywall / paid / 
premium content. 

Movies / TV / Live Sports.

How? What?
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‘Be a Pirate’ Demo
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