i

How to become a
cybercriminal






About me

Daan Keuper

Work as a security specialist at
Pine/Computest

- Followed the Kerckhoffs
security master

+ Won Pwn20wn by hacking the
iPhone

+ Member of the Eindbazen CTF
team
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Wire Fraud; Conspiracy to Commit Computer Fraud; Computer Fraud

SHAILESHKUMAR P. JAIN
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Margriet
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8°C 1NS 434,92 TV gids 0 Live
Voorpagina VVD en PvdA Net binnen Populair
Net binnen . botsen over 1:12 - Reddi ten Plastimo blijken niet all
11:12 - >
Algemeen | overbrengen eddingsvesten Plastimo blijken niet alle
Binnenland ~ asielzoekers naar 11:08 - Miedema wil ook tegen Noorwegen profit... >
Buitenland ¢ EU 10:54 - 'Onderzoek naar mogelijk misbruik studie... >
Politiek Samsom wil haast maken 10:53 - Cao-akkoord bereikt voor duizenden wer... >
met uitvoeren afspraken met
Economie Turkije Meer nieuws »

Geld

'Opnieuw projectielen afgevuurd vanuit Noord-Korea' ©

Steeds meer daklozen in Nederland BOSCh ruitenwissers

Frankrijk dreigt migranten door te laten als Brexit doorgaat Alléén bij een online afspraak
VOOr een voorruitvervanging

Champions League

Ondernemen
Seurs  » Brussel wil dit jaar einde maken aan controles langs EU-grenzen )
Helastingaangifte  » Britten verhogen bijdrage aan fonds voor problematiek Calais © ©

» Verkeerslichten iets langer op oranje om ongelukken te voorkomen
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Zerodium {x +& Follow
Zerodium

Our price range for Odays we acquired so far:
Mobile $100K, Browsers $50K-
30K+Sandbx/Krnl $50K-30K, Flash $45K-
25K, Office $40K-25K, Java $0

RETWEETS FAVORITES -
BOCOKDRATES
Yy : i 4

4:16 AM - 16 Sep 2015




Zerodium {x +L Follow
Zerodium

Breaking News: We offer one million US
dollars ($1,000,000) for iOS9
exploits/jailbreak:

REIWEETS FAVORITES

Bflc<«Q: 20

6:39 AM - 21 Sep 2015
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Computer

.

Your personal files are encrypted!

Recycle Bin
Your mportant fies encryption produced on this computer: photos, videos, »
documents, etc. Here 5 3 complete Ist of encrypted files, and you can personaly verffy
ths.
_ Encryption was produced usng a unique pubic key RSA 2048 generated for this
- - ol - - T ¥
: computer, To decrypt files you nead to obtain the private key.
Intemet .
Explorer The single copy of the prvate key, which wil allow you to decrypt the fies, located

on a secret server on the Intemet; the server wil destroy the key after 3 tme
specfied n ths window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 100 USD / 100 EUR / smiar amount in another currancy.

Cick =Next» to select the method of payment ang the currency.
MNew
Any attempt to remove or damsage this software will lead to the immediate
Private key will be destroyed on destruction of the private key by server.
9/8/2013
2:52 PM

Screen resolution

Gadgets

Personalize

Tme it

96:16:12
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11579208923 /31619542

3570985008638 /90/8532

0993400504050403945/
53400/913129639936
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13300000000000000000
00000000000000000000
00000000000

777777771 - LM



3/001/7212310064508539
157117165
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36/1 /743003080802 /4683
15410638254911138336290
905145409 /7083930

777777771 - LM



Tox  viuses | Logout

Create a virus
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The Onion Router (TOR)
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Map | Satellite |

Add to Favorites Ve, ..

Finland / Russia
Norway |

¢, SIS\ NN D oLl § L
o : Reception details . Hide Directions
EIRP level = 437 dB2W Hide Limits

: Denmark Recommended dish size = 70cm / 27 6n .
“: KUm:led y: | ]
INGaon \ Belarus o lig 72074 www ~ ' .'.'-‘i"
ireland 4 Poland Copyright 2007-2014 www.satbeams.com
~Germany | =% 5l
A . . L
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M " ltaly \L"\_\/_“j
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+ 449 SSID's captured

+ ~45 people: | know your employer
+ ~35 people: | know where you live
+ 9 people | now know by name

+ 1 just changed his snow tires

1 just visited Paris and one has
just returned from Dublin




Summary

+ This is happening on a daily
basis

+ Know where your data is

- Keep your systems up to
date

- Use strong and unique
passwords
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Thank you for listening



